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Multi Factor Authentication Procedure

Setup and configure DUO authentication via a phone call or SMS (text)
message. These methods do not require the DUO app to be installed on your
phone.

If you do not have a compatible phone for the Duo App to be installed on, there are
two other methods to authenticate:

1. A phone call via a Landline or a Cell phone. (Note: No extensions allowed)
2. A SMS (text) message to your cell phone.

Phone calls and SMS (text) messages to your phone do not require activation; For
phone calls, a landline phone number with no extension or a cell phone number is
required. For SMS messages, a cell phone number is required.

When the phone call option is selected, you will receive a phone call and press a
button to accept the DUO login and authentication.

When a SMS (text) message is selected, you will receive a text message on your
phone with a 6-digit code. Enter that 6-digit code on your DUO login screen to be
authenticated.



Start Setup
Configure a phone call or SMS (text) without cell phone app

Login to a District app (ex. PeopleSoft, PowerSchool, Google, etc)

Click “Start Setup.”
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For security reasons, we require additional information
to verify your account
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Protect Your San Diego -
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Account

Two-factor authentication enhances the security of

your account by using a secondary device to verify

vour identity. This prevents anyone but you from

accessing your account, even if they know your

password. i

Select the type of device to add. Click “Continue.”
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For security reasons, we require additional information
to verify your account
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adding?

@ Mobile phone RECOMMENDED
Tablet {iPad, Mexus 7, etc.)

Landline




Type the phone number you wish to use. Click “Continue.”
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For security reasons, we require additional information
to verify your account
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Enter your phone number
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Example: (201) 234-5678

Confirm the number you typed in is correct. Click “Continue.”
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For security reasons, we reguire additional information
to verify your account
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Example: (201) 234-5678

You entered [XXX)XXX=XXXX Is this the
correct numier?
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Verify Ownership: Click “Call me” or “Text me” to verify the phone number.
Enter the 6-Digit code. Click “Verify.”
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For security reasons, we require additional information

to verify your account
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Verify Ownership of xxx-xxx-
XXX

1. We can call or text you with a verification code.

Or

2. Enter your 6-digit code;
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Once phone Ownership is verified a check mark appears next to the “Verify”
button.
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For security reasons, we require additional information
to verify your account
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Verify Ownership of xxx-xxx-
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1. We can call or text you with a verification code.

or Calling you...

2. Enter your 6-digit code:




Refresh your browser to log in with Duo MFA using the device you just
configured.

W& San Diego Unified
’ ( scal-erOLl?:)%:?mcql €

For security reasons, we require additional information

to verify your account
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Call Me

Enter a Passcode

[CJ Remember me for 12 hours

Congratulations!

You are ready to log-in to your District applications (PeopleSoft, PowerSchool,
Google, etc) using the DUO Multifactor Authentication with the “Call me” or
“Text me” options.



